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Abstract—Modern technical systems become more sophisti-
cated and consist of many components. It is getting harder
and harder to keep the system in operational status. One of
the most important tasks is to evaluate the current state of the
system. The most commonly used method is the monitoring of
all system parameters. This is a challenging task as each system
component provides numerous parameters and all of them should
be taken into account for providing accurate estimation of current
and future state of the system. In the first part of the paper
we introduce and evaluate a novel concept of overall state of
the system called Complex Technical System Health (CTSH).
In the second part of the paper we discuss implementation
issue, associated with the hardware configuration of a system
components in the context of distributed storage.

I. INTRODUCTION

During the exploitation of technical systems the task of
estimating the current state and forecasting future states repre-
sents one of the most critical task. It becomes more important
when we talk about technologically sophisticated systems with
large number of elements where the failure or unacceptable
operation of one or more system’s elements could lead to
the degradation of the whole system and loses. For example:
large transportation systems, information systems (information
storages), manufacturing systems etc.
Existing solutions for monitoring technical systems could

be divided into two categories:
• Collecting numerical characteristics of system’s compo-
nents;

• Collecting information messages (errors, warnings, etc)
from system’s components.

All of these are aimed to collect information from components
for further display to the staff who is responsible for mainte-
nance (in form of graphs or tables for example). So these kinds

of monitoring systems allow to track and to estimate current
values of system’s parameters (in most cases the estimation
is based on tracking the range exceedance). Such systems
can notify the staff about occurrence of an event bound with
tracked parameters (for example: in case of the monitored
parameter exceeds its permissible range the monitoring system
will send a SMS message to the shift engineer) but only after
the event had already happened. The examples of such kind
of systems are Zabbix, Nagios, Cacti and many others.
In general existent systems have the following disadvan-

tages:
• The problem is detected only on current data which
doesn’t allow to detect future points of failure;

• There is no integral evaluation of monitored system (only
two states: ”all good“ and ”something wrong“).

The integral assessment of the system is an investigation
subject for reliability theory. From the point of view of the
theory it is impossible to create a completely reliable system.
Even if all the elements of the system will be duplicated many
times it will not guarantee that the functioning of the system
will not be broken. In terms of security, there is a concept
of acceptable risk. This concept was taken from a modern
scientific literature and is defined by the term - the ”principle
of acceptable risk,” known as the principle of ALARA 1 [1].
That is, if you can not create a completely secure technology to
ensure absolute safety, then, obviously, should strive to achieve
at least a level of risk that society at a given time period
can tolerate. This approach can be extrapolated to the case
of determining the state of reliability of technical systems. In

1acronym for “As Low As ReasonabLe AchievabLe? : “as low as is
achievable within a reasonable? given the social and economic factors



Fig. 1. Storage conceptual structure

the context of technical systems the risk is understood as the
probability of an event which caused damage in proportion to
measured damage which is caused by the event.
The problem of control system reliability is particularly

important for the information storage systems. Currently, the
size of these repositories is up to several petabytes and it
employs hundreds of thousands of nodes. Conceptually, the
architecture can be described as a set of nodes (dedicated
computer or server) with storage devices (HDD, SSD) of
known capacity. It is also necessary to add that information
will be stored with redundancy, which in case of failures of one
node would not lead to loss of information. These are the key
characteristics that should be taken into consideration when
creating a storage system and selecting a particular scheme
or storage system. One of the key problems that arise when
designing such systems, is to choose the configuration of nodes
where the data will be actually deposited when you know
conceptual architecture of the system. At the first stage of
work it is necessary to configure a rough calculation of storage
structures on the basis of multi-criteria analysis, because we
should take into account several restrictions.

II. MODEL FOR STRUCTURE (CONFIGURATION)
DISTRIBUTED STORAGE

While designing the distributed storage structure the opti-
mization problem appears. This problem should be solved by
taking into account maximum cost value C1, storage volume
C2 and information rate V . Assume p1 is a cost of one
storage device, used by storage node, p2 - cost of node’s
control unit, s - storage capacity of one storage device. Denote
N as a number of storage devices in one node, M as a
number of nodes in the whole storage. Consider next inequality
system, that provides limitations over the number of nodes,
number of storage devices in one node and information rate -
{M, N, V }

MNp1 + Mp2 ≤ C1, (1)
MNs ≥ C2, (2)
Ns ≤ V tmax (3)

where tmax is a maximal time for copying of information
stored in one node. Equation (1)-(3) provides limitation on the
whole system cost (1), storage volume (2) and time, required
for copying information from one node (3). Let’s investigate
the sets (1)-(3). The limitation (3) could be simplified to the
next form:

N ≤ tmaxV

s
(4)

Make a note that necessary and sufficient condition that pair
(N,M) meets the condition of the inequality (1) could be
formulated as follows:

∃(N∗, M∗) : N∗M∗p1 + M∗p2 = C1,

where(M ≤ M∗)&(N ≤ N∗) (5)

Similarly the expression for (2) is formulated:

N∗M∗s = C2, where(M ≥ M∗)&(N ≥ N∗) (6)

Limitations (1) and (2) define two hyperbolas at the plane.
These hyperbolas has a unique crosspoint, that is:

M
�
=

�
C1 − C2

s p1

�

p2
(7)

N
�
=

C2p2

s
�
C1 − C2

s p1

� (8)

Therefore the following limitation, that provides compati-
bility of inequalities (1)-(3) occurs:

C1 −
C2

s
p1 > 0 (9)

The meaning of this limitation could be described in the
following way. C1 is a maximal cost of the system, C2

s is a
minimal number of discs, required for providing necessary
storage volume, p1 is a cost of one storage device. Thus,
obtained limitation indicates, that maximal cost of the system
is enough for purchasing of minimal required number of
storage devices. Considering (7) and (8) the information rate
limitation could be represented as follows:

V ≥ C2p2

tmax

�
C1 − C2

s p1

� (10)

Let’s determine the form of the borders of admissible set,
provided by limitations (1) and (2). Fig. 2 represents the form
of admissible set of values (N, M) assuming another storage
parameters are fixed.
Admissible set of values of (N, M) will be defined by

symbol Θ.
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Fig. 2. Admissible set of values of parameters N, M , considering another
storage parameters as: p1 = 12000, p2 = 120000 , C1 = 170000000 ,
C2 = 2.5 · 1015B , s = 1TB.

A. Reliability parameter and failure probability of system
elements, storage node and the whole system

In this paper the methods of distributed storage health con-
cept formalization and opportunities of most reliable system
construction are investigated. One of the basic parameters,
that characterizes the system reliability is MTBF (Mean Time
Between Failures - average time of failure-free operation).
Assuming the probability density function (pdf) of the first
failure occurance after time t by f(t). Therefore the MTBF
parameter is determined as

MTBF = Et =

+∞�

0

tf(t)dt (11)

Typically it is supposed, that f(t) belongs to exponential
parametric family of probability distribution functions. Aver-
age is considered as parameter of pdf function. Thus the pdf
f(t) is defined as:

f(t) =
1

MTBF
exp

� −t

MTBF

�
(12)

So probability distribution function is defined as follows:

F (t) = 1− exp

� −t

MTBF

�
(13)

Since MTBF is one of the fundamental parameters, that
characterizes reliability of hardware, it is supposed that this
characteristic is given by default.
Let’s consider one storage node of distributed storage sys-

tem. Suppose, that the node includes N storage devices with
MTBF1 = 1

θ1
and the node control unit with MTBF2 = 1

θ2
.

Taking into account these values, the MTBF of the whole
node could be evaluated. Suppose Tf is the time, after which
any system element will failure. Thus

P (Tf < t) = 1− P (Tf > t) =
= 1− exp {−(Nθ1 + θ2)t} (14)

it’s obvious, that probability distribution of Tf is also
exponential with MTBF parameter MTBF = 1

Nθ1+θ2
.

Similarly the formula of the whole distributed storage with
M-nodes could be reached:

MTBF =
1

M(Nθ1 + θ2)
(15)

Because of fundamentality of MTBF it is appropriate to
investigate next optimization problem:





MNp1 + Mp2 ≤ C1

MNs ≥ C2

Ns ≤ V t

f(N, M) = MNθ1 + Mθ2 → min

(16)

Optimized function is monotonous per each variable. So, if
pair (N∗, M∗) solves the optimization problem, next condition
should be met:

∀M : (N∗, M) ∈ Θ ⇒ f(N∗, M) ≥ f(N∗, M∗) (17)

Because f(N, M) is monotonous per variable M , by fixed
N = N∗, optimal function value should be achieved at the
minimal possible M . Thus optimal value is achieved when it
satisfies equality (18).

MNs = C2 (18)

It means, that total number of storage devices in the storage
is C2

s . Considering (18) the optimized function could be
simplified to the next representation:

C2

s
θ1 + Mθ2 → min (19)

This function is linearly monotonous per M , that’s why its
optimum is achieved per minimal M number. Considering (18)
it is equivalent to the maximal N number. Therefore, taking
into account limitation (3), optimal MTBF value is achieved
at the pair

(N, M) =
�

tmaxV

s
,

C2

tmaxV

�
(20)

Fig. 3 represents level lines of the admissible set. Note,
that if not taking into account limitation (3), optimal structure
will be one node with all necessary storage devices. It is
intuitively clear, that such structure would not be reliable.
Such paradox appears because represented model ignores the
volume of information, that could be lost by different failures.
Let’s include amount of loses into the model. Consider the
volume of lost information as random quantity. In case of one
node failure, the volume of lost information is supposed to be
equal to Ns. Thus, in case of n failure, loses would be equal
to nNs. Probability of one node failure in the time interval
[0, t] could be reached next way:
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Fig. 3. MTBF level lines in the admissible set of parameters (N, M).

P (Tfail < t) = 1− exp{−θ3},
whereθ3 = Nθ1 + θ2 (21)

Therefore, probability of n from M nodes failure is equal
to

P (Tfail < t) =
�
M
n

�
(1− exp{−θ3t})n

exp{−(M − n)θ3t} (22)

Then failure risk function could be defined as

R(n, M, N) =

nNs

�
M

n

�
(1− exp{−θ3t})nexp{−(M − n)θ3t} (23)

For total risk assessment the average damage could be
calculated:

R(M, N) = ER(n, M, N) = MNs(1− exp{−θ3t} (24)

Let’s consider, the case where R(M,N) reaches the optimum
value. Similarly to optimization of MTBF function, note
that the function is monotonous per M variable for any N
value. Likewise could be reached, that necessary condition is
MNs = C2. Thus the optimized function could be represented
as

C2(1− exp{−θ3t}) → min (25)

Then easy to show, that optimum value is achieved at pair

(N,M) =

�
C2p2

s
�
C1 − C2

s p1

� ,

�
C1 − C2

s p1

�

p2

�
(26)

Thereby, next optimal configurations were represented:
1) System with the highest MTBF value, i.e. with the

longest time of work before the first failure;
2) System with the lowest total risk of information loss.

B. Common dynamic of failure accrual and maintenance of
hardware equipment
All described systems don’t consider failure and repair

activity in common. In this chapter this dynamic is investi-
gated. In case of high number of hardware devices and nodes,
dynamic of the value of serviceable nodes could be described
by the next equation system:




M
�
(t) = −M(t)θ3 + µ(t)

F
�
(t) = M(t)θ3 − µ(t)

M(0) = M0

F (0) = 0

, where θ3 = Nθ1 + θ2 (27)

In this system M(t) is a number of serviceable nodes in the
whole system at the moment of time t, F (t) - number of faulty
nodes, µ(t) characterizes the intensity of repair activity. Next
representation for µ(t) is proposed:

µ(t) =

�
F (t)
tm

if F (t) < Fmax

Fmax

tm
else

(28)

The meaning of Fmax parameter is a number of maximal
nodes, that could be repaired in parallel, tm - mean time,
required for one node repairement. System solution could be
represented by the next equation:



M(t) = M0
1+θ3tm

+ M0θ3tm

1+θ3tm
exp{−θ3t},

ifM(t) ≥ M − Fmax

M(t) =
�
M0 − Fmax − Fmax

θ3tm

�
exp{−θ3(t− t

�
)}

+Fmax

θ3tm
, ifM(t) < M − Fmax

(29)

Where t
�
satisfies the next condition:

M0

1 + θ3tm
+

M0θ3tm
1 + θ3tm

exp{−θ3(t− t
�
)} = M − Fmax (30)

Easy to show, that M(t) stabilizes with t →∞

M(t) → M∞ =

�
M0

1+θ3tm
, if M0

1+θ3tm
≥ M − Fmax

Fmax

tmθ3
, else

(31)

In fact, that at every moment M∞ nodes from M0 are
serviceable. If suppose, that tm is equal to the time, required
for copying of the information, stored at the node, next
dynamic is correct:

M(t) → M∞ =

�
M0V

V +θ3Ns , if M0V
V +θ3Ns ≥ M − Fmax

FmaxV
Nsθ3

, else
(32)

Thus, final limitation system could be represented in the next
way: 




MNp1 + Mp2 ≤ C1,

M∞Ns ≥ C2,

Ns ≤ V tmax

(33)

Thus, the renew system represents all initial limitation and
also takes into account the failure of equipment and dynamic
of repairement activity. New limitations provide different
requirements for full system admissibility. Admissible set that
correspondes to the obtained limitation system is included into
the admissible set of the initial limitation system.



III. CONCLUSION

In the first part of this paper the problem of mainly used
approach for monitoring and maintenance technical system
and its principle limitation were investigated. For solving these
issues several ways were proposed. One of the ways is to use
proposed concept so called Complex Technical System Health
(CTSH). The concept is still on the first stage of research and
additional development should be done with relation to real
maintained systems. The second part of the paper investigate
model for estimating configuration typical node of abstract
distributed storage. The model could be used for calculation
configuration of storage node for abstract storage taking into
account several restrictions (price, total capacity, fault tolerant
ability). Different system reliability parameters calculation
and optimization was investigated. It was proved that the
systems with the largest MTBF and minimal common risk are
different and located at the border of admissible parametric set.
Admissible set borders were investigated too, simple physical
description of obtained mathematical rules was provided. Also
an equipment failure dynamic was described and included
into initial limitation system. As a future development of the
model more restrictions will be built into this model with
more detailed structure of storage. The failure distribution
will be estimated on real statistic. Network requirements and
its reliability will be taken into account, redundancy systems
reliability will be explored.
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