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Abstract—The Automatic Identification System (AIS) is an automatic tracking system based on reports provided by the vessels
carrying an AIS transponder. The reports contain information on
the vessel position, velocity etc. and typically have high accuracy.
Given that the AIS is a self-reporting system, the trustworthiness
of positional information depends on data being reported by
the vessel, rather than measured by a sensor. Any self-reporting
system is prone to “spoofing” or the intentional reporting on incorrect information. This paper addresses the inference problem
of whether the received AIS data are trustworthy with the help of
radar measurements and information from the tracking system.
This problem can be treated in the hypothesis testing framework
where the null hypothesis is that the AIS data are trustworthy
and the alternative hypothesis is that the data are spoofed. The
proposed solution, the generalized version of the sequential loglikelihood ratio test, is compared to the ideally optimal solution
using real and simulated data.

I.

Fig. 1: A fishing boat violates a no-fishing zone but reports a
different trajectory.

I NTRODUCTION

Maritime situational awareness, which includes accurate
knowledge of moving vessel location, has increased the focus
on the development of data fusion algorithms. These algorithms can fuse data from several heterogeneous systems in
order to provide a better perception of the activity close to
the shores of a nation. For example, data from coastal radars,
the Automatic Identification System (AIS), video and infrared
surveillance systems and SAR systems can be fused. A goal
of these systems, in addition to tracking the present vessels, is
to introduce some sort of intelligence in the surveillance systems to automatically identify possibly suspicious (also called
anomalous) behavior. Some example applications include the
deviation of vessels from the known shipping lanes, the rendezvous of vessels at sea, the motion of fast moving vessels close
to the shore, methods to automatically detect the switching-off
of the AIS transponder and others. Some examples from the
relevant bibliography are [1], [2], [3], [4], [5].
A common characteristic among the given examples is that
they rely on the high accuracy of the AIS reports in order to
derive training patterns or the “ground truth” for the motion
of the vessels. An often hidden assumption is that the AIS
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Fig. 2: Two vessels meet in the sea for an illegal transaction
and report different trajectories in order to conceal their rendezvous.

reports are trustworthy. This paper is based on the assumption
that AIS reports can be falsified (or spoofed) as suggested in
[6], [7]. The trustworthiness of the AIS reports depends on the
willingness of the crew of the ship to report their true data.
Fig. 1 shows an example of interest for this problem.
Consider an area that specific types of vessels are not supposed
to enter, e.g., an area where fishing is not allowed. In this case,
a fishing boat could enter the no-fishing zone, following the
trajectory denoted by the solid line, while reporting that it is
bypassing it, reporting the trajectory denoted by the dashed
line. Fig. 2 shows an example where two vessels meet but try
to conceal their actions by reporting false trajectories.

This paper addresses the problem of determining whether
the AIS data received from a vessel are trustworthy or not
by using information from additional sensors. The proposed
methodology uses radar measurements and prior information
from the corresponding tracking system. In the case that the
AIS data are indeed trustworthy, they can be safely used in
the data fusion algorithms, e.g., for enhancing the tracking
accuracy. If the AIS data are estimated to be spoofed, then
their fusion with other data can be avoided and an anomaly
can be flagged to the operator of the surveillance system.
The rest of the paper is organized as follows: the problem
is formulated in Section II; the proposed solution is developed
in Sections III and IV. Simulations and experimental results
are presented in Section V. Finally, the conclusions are drawn
in Section VI.
II.

As explained in the introduction, the considered problem
amounts to determining whether the AIS data transmitted by a
vessel is spoofed or not by using the measurements from any
available radar and the predicted vessel position according to
the tracking system of the radar.
First, some notation will be introduced. Subsequently,
the fundamental assumptions will be stated and finally, the
problem will be posed in the statistical hypothesis testing
framework.
A. Notation
The following notation will be used throughout the paper:
• the two-dimensional true target position in Cartesian
coordinates will be denoted as x0 , the predicted target
position as x and the AIS reported position as xAIS ;
• there is a number of K radars measuring the position of
the target at each time instance t and the measurement
of each radar is denoted as zj (t), j ∈ [1, . . . , K]. From
now on, the time index will be suppressed. The radar
measurements are usually expressed in polar coordinates,
i.e., target range r, bearing θ and possibly target range
rate ṙ. For simplicity reasons, the Cartesian system will
be used for the radar measurements with corresponding
transformation of the measurement covariance matrix.
• N (x; µ, Σ) denotes the two-dimensional Gaussian probability density function (pdf):
T −1
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1
p e− 2 (x−µ) Σ (x−µ)
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vessel according to the tracking system at the same time
instance as the radar measurements and the AIS contact
are received.
The measurement from the kth radar is zk = x0 + wk ,
where wk is additive Gaussian noise with zero mean and
covariance matrix ΣR : zk ∼ N (x0 , ΣR ). Furthermore,
it is assumed that the measurements are conditionally
independent from radar to radar.
The trustworthy AIS data xAIS follow a Gaussian distribution with mean x0 and covariance matrix ΣAIS . When
the AIS data are spoofed, it is assumed that an arbitrary
bias d = [dx , dy ]T is added to the true position of the
vessel, i.e., the mean is now x0 + d.
The perfect reception of the AIS report is assumed. In
other words, the transmitted AIS report is always received
by the corresponding tracking system.
Typically, it holds that the elements of ΣAIS are smaller
than the elements of ΣR .
Only the single-target case is considered. This approximation is valid in multitarget scenaria when there is a
perfect data association scheme or when the targets are
sufficiently separated and the single-target case can be
reconstructed. In the maritime domain, this approximation
is valid when the vessels are outside from a port, which
is the case where the AIS spoofing is of interest.
The mathematical derivation of the joint likelihood of the
radar measurements and AIS contacts is done for the static
case, i.e., in a snapshot time. When the sequential detection of spoofing will be considered, the measurements will
be correlated in time [8] but they will be approximated to
be independent. The validity of this approximation will be
demonstrated by three examples using real and simulated
data.

Note that the assumptions of Gaussian prior and Gaussian
measurement noise are very common in the target tracking
context [8].
C. Statistical hypothesis testing of AIS spoofing
The AIS spoofing detection problem can be formed as a
statistical hypothesis testing problem:
• H0 : (z, xAIS ) ∼ p(z, xAIS |H0 ) is the simple null
hypothesis that the AIS data are trustworthy, versus
• H1 : (z, xAIS ) ∼ pd (z, xAIS |H1 ) is the composite
alternative hypothesis that the AIS data are spoofed,

(1)

• The symbol ∼ stands for “is distributed according to”.
B. Assumptions
For formulating and tackling the problem, the following
assumptions will be made:
• Zero false alarm rate at the detector of the radar tracker
will be assumed because in practice most radar systems
operate at low false alarm rate regimes.
• The a priori information on the vessel position is a
Gaussian with mean x0 and covariance matrix Σx : x ∼
N (x0 , Σx ). This represents the predicted position of the

where pd (z, xAIS |H1 ) is the joint distribution of the radar
measurements and AIS contacts, parameterized by the spoofing
distance d, and p(z, xAIS |H0 ) is the joint distribution of the
radar measurements and trustworthy AIS contacts.
In testing H0 versus H1 , there are two types of error that
can be made: H0 can be falsely rejected or H1 can be falsely
rejected. The first type of error is called a false alarm, meaning
that trustworthy AIS data are classified as spoofed, and the
false alarm probability is denoted as PF A . The second type of
error is called a missed detection and it means that the spoofing
of the AIS data has not been detected. The missed detection
probability PM D is equal to one minus the probability of
detection, or PM D = 1 − PD .

During the design process of the test for H0 versus H1 , one
has to find a good trade-off between the two error probabilities,
since one error can become arbitrarily small at the expense
of the other error becoming unacceptably large. It is very
common in the radar community to follow the NeymanPearson paradigm [9]. Accordingly, a low upper bound on the
false alarm probability is set and the miss detection probability
is minimized, or equivalently the detection probability is
maximized. For a better discussion on the fundamentals of
hypothesis testing see [9], [10].
III.

S INGLE SAMPLE DETECTORS

As a first step, the expression for the clairvoyant1 likelihood
ratio test (from now on called C-LRT) is derived for the case of
one radar and K radars. Subsequently, the generalized version
of the likelihood ratio test is introduced in order to deal with
the unknown spoofing distance.
A. Clairvoyant likelihood ratio test
In the beginning, the pdfs of receiving a given radar
measurement and a given AIS report under each hypothesis
need to be calculated.
The radar measurements and the AIS data are conditionally
independent given x:
Z

∞

p(z, xAIS |Hi ) =

p(z|x) p(xAIS |Hi , x) p(x) dx

(2)

In the case of Gaussian measurements and prior, an analytic
formula for Eq. (6) can be found, see Appendix A.
The C-LRT can also be generalized to address the case
where measurements from several radars are available. The
multi-radar likelihood p(z|x0 ) in the case of Gaussian measurements is evaluated in Appendix B. It can be seen, see
Appendix B, that in the case where measurements from similar
radars are available, the measurements can be easily aggregated
and the C-LRT will have the same form as in Eq. (6).
Eq. (6) is interesting for one more reason. The expected value of the logarithm of Eq. (6) under H1 , i.e.,
E[log(Λ(z, xAIS , d))|H1 ] is equal to the Kullback-Leibler
divergence between the nominator and the denominator, see
[12, Theorem 11.8.1]. In other words, it measures how much
the two hypotheses are disjoint. This expression can also be
evaluated analytically, see Appendix A. In the simulations,
it is shown that the hypotheses become more disjoint as the
spoofing distance increases, which is a desirable property.
B. Generalized likelihood ratio test
In practice, the spoofing distance d is not known to the
system and therefore, the generalized version of the likelihood
ratio test (from now on called G-LRT) can be used.
The G-LRT is one of the most powerful tools available for
solving composite hypothesis testing problems, such as the
problem at hand, where the spoofing distance is not known.
For a better discussion on the G-LRT see [10].

−∞

When using the G-LRT, one first needs to find the estimate
d̂ that maximizes the likelihood under H1

where i = 0, 1.
The integral in Eq. (2) can be evaluated analytically in the
case of Gaussian measurements and prior because the product
of two Gaussian pdfs is an unormalized Gaussian [11]:

d̂ = arg max [N (z; xAIS − d, ΣR + ΣAIS )
|d|>|dmin |

N (x; µ1 , Σ1 ) · N (x; µ2 , Σ2 ) = ε N (x; µ3 , Σ3 )
where

and then use it in Eq. (6) or in the corresponding analytic
expression shown in Appendix A.

ε = N (µ1 ; µ2 , Σ1 + Σ2 ) = N (µ2 ; µ1 , Σ1 + Σ2 )
(4)


−1
−1 −1
−1
−1
Σ 3 = Σ1 + Σ 2
, µ3 = Σ3 Σ1 µ1 + Σ2 µ2 (5)
Accordingly, the C-LRT is

Λ(z,xAIS , d)
N (z; xAIS − d, ΣR + ΣAIS )
=
N (z; xAIS , ΣR + ΣAIS )
N (x0 ; µ1 (z, xAIS ) − ∆d, Σ1 + Σx )
×
N (x0 ; µ1 (z, xAIS ), Σ1 + Σx )

≷τ

(6)

During the likelihood maximization process, where d̂ is
evaluated, a minimum distance dmin is set. If the estimated
spoofing distance d̂ has a smaller value than dmin then it
is assumed that the vessel is not spoofing. The determination
of dmin is important for the performance of the G-LRT and
depends on the accuracy of the radar measurements, the AIS
data and the prior information. In other words, it depends on
Σx , ΣR and ΣAIS . For instance, if the accuracy is low, then
setting dmin to a small value will result to an increased false
alarm probability. On the other hand, if the accuracy is high,
then setting dmin to a large value will result to an increased
miss detection probability.
IV.

where
−1 −1
Σ1 = (Σ−1
R + ΣAIS )
−1
µ1 (z, xAIS ) = Σ1 (Σ−1
R z + ΣAIS xAIS )
−1
∆ = (ΣAIS Σ−1
R + I2×2 )
1 The

× N (x0 ; µ1 (z, xAIS ) − ∆d, Σ1 + Σx )]
(10)

(3)

(7)
(8)
(9)

clairvoyant test is an ideal test that knows the true spoofing distance.

S EQUENTIAL DETECTION OF AIS SPOOFING

In the previous subsections, one-sample solutions for the
problem at hand were developed. As their name suggests, they
make a decision about the trustworthiness of the AIS data using
one radar measurement and one AIS report. This approach
can also be generalized to using a larger, fixed number of
samples and is suitable for applications where the number of

observations is known in advance and no new observations can
be made.
In the case studied in this paper, new observations are
periodically available according to the radar scanning period
and the frequency of AIS reports. Subsequently, it can be
noticed that the problem of AIS spoofing detection would
ideally be dealt online, as new observations are received
and one would like to make a decision with certain error
probabilities as fast as possible.
Given the aforementioned discussion, the sequential version of the aforementioned LRTs, from now on called SLRTs,
is a more appropriate solution. An SLRT has the property
that, in general, it requires a smaller expected number of
observations than the fixed number of observations needed by
the corresponding fixed sample size test in order to achieve
the same error probabilities [13].
The sequential version of the previously described tests will
have the general form:

log B <

N
X

h
i
log Λ(z(t), xAIS (t), d̂) < log A

(12)

The test
h is terminated ati the stopping time N when
PN
log
Λ(z(t), xAIS (t), d̂) exceeds one of the two thresht=1
olds or a maximum allowed time has elapsed. In practice,
the equalities are used in (12). For a better description of the
SLRTs see [13].
Wald’s approximations can be used for finding the lower
and upper thresholds −α, h for desired error probabilities
PF A , 1 − PD under each hypothesis [14]:

−α ≈ log




< 0 , h ≈ log

PD
PF A


> 0 (13)

Wald’s approximations can also be used together with
the calculated expected value of the LRTs under the two
hypotheses in order to derive the expected number of necessary
samples under each hypothesis [14]:

(1 − PF A ) log



E[N |H0 ] =



− PF A log



PD
PF A



E[log(Λ)|H0 ]
(PD ) log

E[N |H1 ] =

1−PF A
1−PD



PD
PF A



− (1 − PD ) log



(16)

where it can be seen that the state of the target at time instance
t is predicted using the state of the vessel at the time instance
(t − 1) and some noise v(t). A typical example of a motion
model is the nearly constant velocity model [15].
In the next section, it will be shown that formulas (11)
through (15) are good approximations in the case of a moving
vessel as long as the spoofing distance is constant. If the vessel
is moving and the spoofing distance is increasing then fewer
samples are needed.
V.

1 − PD
PD
B>
, A6
1 − PF A
PF A

1 − PD
1 − PF A

x(t) = f (x(t − 1), v(t))

(11)

t=1



It should be pointed out that the formulas (11) through
(15) are exact only in the static case, where the vessel is
not moving and the spoofing distance is constant and known.
The reason for the formulas to not be exact in the dynamic
case is that the predicted positions of the vessel at every
time instance are correlated across time. The motion model
used for performing the prediction step in the tracking system
introduces the correlation. The motion model typically has the
form:

1−PF A
1−PD

(14)


E[log(Λ)|H1 ]
(15)

In the case where a fixed value d̂ is used for all sampling
times t = 1, . . . , N , an analytic expression for the expected
value of the LRT E[log(Λ)|H0 ], E[log(Λ)|H1 ] under H0 and
H1 respectively can be found, see Appendix A.

E XPERIMENTAL RESULTS

In subsection V-A, the test statistics for the one-sample
LRTs are simulated in order to demonstrate the effect of the
spoofing distance and the number of radars on the performance
of the various tests. Similarly, the test statistics for the SLRTs
are simulated in subsection V-B. Finally, in subsection V-C,
the SLRTs are applied to real and simulated data in order
to verify the validity of the assumptions and approximations
made in the previous sections.
A. Single sample log-likelihood ratio tests
As a first step, it will be demonstrated that the generalized
LRT has performance that gets close to the performance of the
clairvoyant LRT as the spoofing distance and the number of
radars increase. This demonstrates two things: a) the benefit
of using measurements from multiple radars; and b) that as
the spoofing distance increases, the two hypotheses become
more disjoint and therefore, it is easier to detect the spoofing
behavior. The latter phenomenon manifests itself faster when
measurements from multiple radars are used.
The settings for the following simulations were x0 =
[103 , 103 ]T m, Σx = diag(702 , 702 ) m2 , ΣR = diag(502 , 502 )
m2 , ΣAIS = diag(52 , 52 ) m2 . The spoofing distance was
varied as dx = [20, 40, . . . , 160, 175, 200, . . . , 300], dy = 0
m. The minimum distance dmin for the G-LRT has been set
to 85 m and the grid points are located in increments of 20
meters in the x and y directions. The statistics were evaluated
over 104 Monte Carlo runs.
Fig. 3 shows the resulting probability of detection at each
value of the spoofing distance for the two tests for varying
number of radars and for PF A = 0.01 using data in a single
time interval. Fig. 4 shows the corresponding ROC curves for
d = [40, 0] m. It can be noticed that the performance of the
G-LRT becomes equivalent to the performance of the C-LRT
as the spoofing distance and the number of radars increase.

Fig. 3: The probability of detection at different distances using
one measurement from a varying number of radars and for
PF A = 0.01. The C-LRT is denoted by solid blue and the
G-LRT by dashed red line. The ◦ denotes the use of one, the
∇ of three, the  of five and the ? of ten radars.

Fig. 4: ROC curves for the two tests for varying number of
radars. The spoofing distance is 40 meters in the x direction.
The C-LRT is denoted by solid blue and the G-LRT by dashed
red line. The ◦ denotes the use of one, the ∇ of three, the 
of five and the ? of ten radars.

Fig. 5 and 6 show how the expected values of the two
tests vary under H1 and H0 respectively. The settings for these
simulations were the same as before. As expected, the longer
the spoofing distance and the larger the number of radars that
are used, the higher the expected value of the tests under H1
and therefore, the easier it is to detect the spoofing behavior.
In other words, the Kullback-Leibler divergence between the
two hypotheses increases and therefore they become more
disjoint. It can also be noticed that due to the specific choice of
dmin , the G-LRT has a negative expected value under H1 for
spoofing distances shorter than 30 to 60 meters, depending on
the number of radars used. Using a lower dmin would make
the expected value positive at the expense of the expected value
of the G-LRT under H0 , which would have smaller absolute
value. This effect becomes important when the sequential LRT
is used because as the expected value under each hypothesis
becomes lower, the corresponding termination time of the test
becomes longer for reaching a conclusion with the same error
probabilities.
Again, as the number of radars increases under H1 , the
G-LRT becomes equivalent to the C-LRT. On the other hand,
under H0 the G-LRT has constant performance that depends

Fig. 5: The performance of the two LRTs under H1 for varying
number of radars. As the spoofing distance and the number of
radars increases, the expected value of the tests under H1 also
increases and makes the spoofing detection easier. The C-LRT
is denoted by solid blue and the G-LRT by dashed red line.
The ◦ denotes the use of one, the ∇ of three, the  of five
and the ? of ten radars.

Fig. 6: The performance of the two LRTs under H0 for varying
number of radars. The C-LRT is denoted by solid blue and the
G-LRT by dashed red line. The ◦ denotes the use of one, the
∇ of three, the  of five and the ? of ten radars.

on the number of radars.
B. Sequential log-likelihood ratio test statistics
Using the same settings and fixing the spoofing distance
at d = [80, 80]T m, the thresholds can be varied such that
the two tests have the same probability of false alarm. In this
way, one can see how long it takes to reach a conclusion with
a given probability of detection.
Fig. 7 shows the probability of detection versus the expected termination time of each test. For these simulations,
one radar has been used and the probability of false alarm
was fixed at PF A = 10−5 . The results were evaluated over
105 Monte Carlo runs. It can be observed that in this case
Wald’s approximations are not accurate enough because the
expected values of the LRTs are too large compared to the
evaluated thresholds.
C. Experiments with real and simulated data
In this subsection, the validity of the most important
approximations will be checked. In other words, it will be

Fig. 7: The probability of detection of the different tests using
one radar as a function of the expected number of necessary
samples. The false alarm probability has been fixed to PF A =
10−5 .

Fig. 8: Example I: Maneuvering target. The collected AIS data
are trustworthy and the spoofing is simulated by adding 80
meters in both x and y directions.

shown that the developed SLRTs are valid approximations for
and can be used in a dynamic case where the vessel is moving.
The SLRTs were applied to the real data collected from two
targets, shown in Fig. 8, 9 and 10. In these scenaria, the two
example vessels were sailing in open sea while been observed
by a third vessel. The third vessel was recording the radar
measurements and tracking the other two vessels. Furthermore,
it registered their trustworthy AIS reports. The spoofed AIS
data were simulated for the purposes of this work.
The thresholds for the two SRLTs were chosen such that
the probability of detection and the false alarm probability
would be PD = 0.95 and PF A = 10−5 respectively. Subsequently, the termination time of each SLRT was evaluated and
compared to the expected number, shown in Fig. 7, in order
to validate our assumptions and approximations.
The results are summarized in Table I. In examples I and
III, the SRLTs detect the correct behavior of the target.
In the second example, it can be observed that when
the vessel tries to report a fake trajectory by increasing the
spoofing distance, it is even easier to detect the spoofing
behavior. This is a direct consequence of the fact that the
two hypotheses become more disjoint as the spoofing distance
increases.

Fig. 9: Example II: The maneuvering target from Example I
now spoofs its transmitted AIS data such that it appears that
it is not entering a forbidden zone.

Fig. 10: Example III: A target moving in a straight line.
The collected AIS data are trustworthy and the spoofing is
simulated by adding 80 meters in both x and y directions.

TABLE I: Necessary number of samples per example such that
PD = 0.95 and PF A = 10−5
Example
II

I

III

Test

E[N ]

N

E[N ]

N

E[N ]

N

C-SLRT
G-SLRT

2
8

2
22

2
8

2
21

2
8

2
24

VI.

C ONCLUSIONS

The problem of detecting whether a vessel is transmitting
spoofed AIS data was formulated in the context of hypothesis
testing. For this scenario, the spoofing distance and the number
of radars have been varied in order to obtain the corresponding
ROC curves and the expected number of necessary samples for
to make a correct decision. The proposed solution was successfully demonstrated using real data with simulated spoofing.
There are also several other problems pertaining to the
AIS data transmission, reception and exploitation. Rather than
spoofing, vessels could simply turn off their AIS transmitters, possibly periodically, in order to hinder the surveillance
systems and their operators from detecting illicit activities.
Furthermore, a varying AIS reception probability, for instance
due to weather conditions, would further complicate the AIS
spoofing detection process [3]. It would be of interest to study

these effects in the context of the solution proposed in the
current paper.
Another interesting topic for future research would be to
extend the current work such that it can address scenaria
with multiple targets. In such cases, collaborative spoofing, for
instance swapping of identities, can pose further difficulties in
addition to the obvious radar-to-AIS association problem.
A PPENDIX A
D ERIVATION OF THE CLAIRVOYANT LOG - LRT
The analytic expression of the clairvoyant log-LRT can be
found as follows:

logΛ(z, xAIS , d)


p(z, xAIS |H1 )
= log
p(z, xAIS |H0 )
= −(xAIS − z − d)T (ΣR + ΣAIS )−1 (xAIS − z − d)
+ (xAIS − z)T (ΣR + ΣAIS )−1 (xAIS − z)
− (x0 − µ1 (z, xAIS ) + ∆d)T (Σ1 + Σx )−1
· (x0 − µ1 (z, xAIS ) + ∆d)
+ (x0 − µ1 (z, xAIS ))T (Σ1 + Σx )−1
· (x0 − µ1 (z, xAIS ))
(24)
Setting

p(z, xAIS |H0 )
Z
=
N (z; x, ΣR ) N (xAIS ; x, ΣAIS ) N (x; x0 , Σx ) dx
ZR2
=
N (x; z, ΣR ) N (x; xAIS , ΣAIS ) N (x; x0 , Σx ) dx
R2

= N (z; xAIS , ΣR + ΣAIS ) N (x0 ; µ1 (z, xAIS ), Σ1 + Σx )
Z
×
N (x; µ∗ , Σ∗ ) dx
R2

= N (z; xAIS , ΣR + ΣAIS ) N (x0 ; µ1 (z, xAIS ), Σ1 + Σx )
(17)
where N (z; xAIS , ΣR + ΣAIS ) comes from:
N (x; z, ΣR ) N (x; xAIS , ΣAIS ) =
N (z;xAIS , ΣR + ΣAIS ) N (x; µ1 (z, xAIS ), Σ1 )
(18)

A = (ΣR + ΣAIS )−1 ,
v = xAIS − z ,

B = (Σ1 + Σx )−1
w = x0 − µ1 (z, xAIS )

(25)
(26)

the log-likelihood ratio test will have the form

logΛ(z, xAIS , d) =
[axx dx (2vx − dx ) − bxx (∆d)x (2wx + (∆d)x )]
+ [ayy dy (2vy − dy ) − byy (∆d)y (2wy + (∆d)y )]
+ (axy + ayx ) [vy dx + vx dy − dx dy ]
− (bxy + byx ) [wy (∆d)x + wx (∆d)y + (∆d)x (∆d)y ]
(27)
where: aij are the elements of matrix A, bij the elements of
matrix B, vi the elements of vector v, wi the elements of
vector w and (∆d)i are the elements of vector ∆d.
Given the fact that

with
−1 −1
Σ1 = (Σ−1
R + ΣAIS )
−1
µ1 (z, xAIS ) = Σ1 (Σ−1
R z + ΣAIS xAIS )

(19)
(20)

and N (x0 ; µ1 (z, xAIS ), Σ1 + Σx ) comes from the multiplication of the resulting Gaussian N (x; µ1 (z, xAIS ), Σ1 ) by
N (x; x0 , Σx ):
N (x; µ1 (z, xAIS ), Σ1 ) N (x; x0 , Σx )
= N (x0 ; µ1 (z, xAIS ), Σ1 + Σx ) N (x; µ∗ , Σ∗ )
∗

E[v|H0 ] = [0, 0] , E[v|H1 ] = d
E[w|H0 ] = [0, 0] , E[w|H1 ] = ∆d

(28)
(29)

the expected value of the log-LRT under the two hypotheses
can be evaluated:

E[logΛ(z, xAIS )|H0 ] =
h
i h
i
− axx (dˆx )2 + bxx (∆d̂)2x − ayy (dˆy )2 + byy (∆d̂)2y
(21)

− (axy + ayx )dˆx dˆy − (bxy + byx )(∆d̂)x (∆d̂)y (30)

∗

and µ , Σ do not need to be calculated.
Setting xAIS = xAIS − d, it holds that under H1 :
p(z, xAIS |H1 ) = N (z; xAIS − d, ΣR + ΣAIS )
× N (x0 ; µ1 (z, xAIS ) − ∆d, Σ1 + Σx )
(22)
where
−1
∆ = (ΣAIS Σ−1
R + I2×2 )

Then, the log-LRT will be

(23)

E[logΛ(z, xAIS , d)|H1 ] =
h
i
axx dˆx (2dx − dˆx ) − bxx (∆d̂)x (2(∆d)x + (∆d̂)x )
h
i
+ ayy dˆy (2dy − dˆy ) − byy (∆d̂)y (2(∆d)y + (∆d̂)y )
h
i
+ (axy + ayx ) dy dˆx + dx dˆy − dˆx dˆy
h
− (bxy + byx ) (∆d)y (∆d̂)x + (∆d)x (∆d̂)y
i
+ (∆d̂)x (∆d̂)y
(31)

where di are the elements of the true spoofing distance vector,
dˆi are the elements of the spoofing distance vector used in the
log-LRT and (∆d̂)i are the elements of vector ∆d̂.
A PPENDIX B
M ULTI - RADAR LIKELIHOOD
When measurements from K radars are available, the
multi-radar likelihood will be

p([z1 , . . . , zK ], xAIS |Hi ) =
Z Y
K
{p(zk |x)} p(xAIS |Hi , x) p(x) dx
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